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e Introduction
« Constraint on disturbance-free operations

- Quantifying quantum information
 Monogamy of entanglement

- Quantifying entanglement in unit of bits
« Unconditional security proofs

- Difference between secret key and

entanglement



Quantum key distribution (QKD)

Eve
Alice information| | back action Bob
0— @ 0
—— —— —
o 1
1— Quantum channel Measurement
Quantum state
raw key 0100101 Classical authenticated channel 0100111 raw key
. Exchange a portion of the bit sequence,
to estimate the error rate
« Error correction R
0100101 2?20?7177 0100101
« Privacy amplification R
0101 ??7?7? 0101

Shared secret key Shared secret key



BB84 protocol

Bennett and Brassard (1984)

basis
Alice Bob Circular(Z) Linear(X)
. bit 0 1 @ 0 any
Circular(z) Q) ) = 1 any
Linear(X) <« ﬂ — any O
| any 1

Z X

»
»

A

Discard if different bases are used (sifting).



BB84 protocol

Bennett and Brassard (1984)

102 o [02) + |12)

basis

Alice Bob Circular(Z) Linear(X)

> b 01 @ 0 any
Circular(2) @ @ — @ 1 any

Linear(X) @ @ @ any 0
&) ay 1

»
»

Z X

A

Discard if different bases are used (sifting).



B92 protocol Bennett, PRL 68, 3121 (1992).

basis

Alice

bit

N
’

N
’

Any two nonorthogonal states can be used. I

e.g. coherentstates |a), |—a) ‘ — 1

[(a|—a)| = exp(-2|al?)
Ok

o) (s

A

Discard if the outcome is “?”



Zero-disturbance cases

No information

Eve

— N —=

No information

Eve
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Zero-disturbance cases (general input set)

1pP1,P2,- ,Pir '} Setof possible input states

Eve

aA=31)EH Uar
Hgp XAE

pi = Tre[Uap(p; ® |0)g(ONUL 5] Vi
wwt-v1=4)EET Usp cFfane




Koashi & Imoto, PRL 81,4264 (1998);

Disturbance-free operations PRA 66, 022318 (2002)

1pP1,P2,- ,Pir '} Setof possible input states
pi = TrplUap(p; ® 10)g(ODUL 5] Vi

{r1,p2,...} unique H = @’H(D 2 ,H(l)
Zp?) =1
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Summary of the theorem
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Quantifying information in a source

Quantifying the randomness of a probabilistic source

source

source

- ABCDBCDBCABCDBC....

~ AAAAAABAAAAACA....

Compression (coding)

01001001... (FHE) AEY

Decompression (decoding)

AAAAAABAAAAACA....

How many bits (per letter) are required to describe the sequence?



Quantifying information in a guantum source

source = @’ @

J Compression (coding)

. . ‘ qubits EF4¥Y

Decompression (decoding)

1) (P2 (b3 (9 (P9

How many qubits (per system) are required to reproduce the state?
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source
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H({p;}) = — ZP@ logo p;  bits

Shannon(1948)
H({p;}) = —) _pilogop; bits
1
p=D pili)i
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S(p) = —Tr[plogs p] qubits
Schumacher(1995)
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source NBITAE)
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Schumacher(1995)
{pi, p<} p = ;sz‘
—BE )RS IR EE S(p) = =Tr[plogs p] qubits (+73)

FEERDRMATES,

B R EMEER L ?
EDLWVHHEDItTRETES?



Koashi & Imoto, PRL 87,017902 (2001).
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Zero-error Compression Koashi & Imoto, PRL 89, 097904 (2002).

HEITqubitDEE. AAICIELTEDL>THEL TDEAFEZ

EHEREERT Do
source = (P2 (03) (p4) (P5)
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Asymptotically faithful
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l

Zero-error
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Entanglement® E 21k

EPR qubi{ pair
1Jy)—Z  ebit |®T) = —=(|02) 4]02) B + |12) 4l12) B)

75
PAB Z#LOCCTHEYHT DIZ. {A{EDEPR qubit pairh hZEH ?

paB = V)W #5, E(Y) = S(Tralyv)y))

— Iz,

Entanglement cost
= Regularized entanglement of formation

1
Ec(pap) = Jim — ~E¢(p35)
E = i (|9
r(PaB) = {pmrb}Zp (1))

sz'lwz'}(%'l = PAB



Local Operation and Classical Communication

Classical

@Quantum @Quantum
O O,

A

v

COFIBRDOPTEANSERTESHIRE: Separable states |
PAB = Zp(”)pfzf) ® p)

TNLUSDIREE: Entangled states
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Monogamy of entanglement

|000)(000| + [111)(111]



Quantum-classical trade-off

L L 3
Y 4 ®
/0’ ~ 7 ‘¢
Trade-off @

entanglement common randomness

ebits rbits
O——CO O—=0O
O——0O O—=0O
O——0O O—=0O
. O——CO . O—=0O
5(010) +1)]1)) 5(100){00] + |11)(11])



Entanglement cost Ec(pap) Hayden,Horodecki, Terhal (2001)
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Entanglement cost
= Regularized entanglement of formation
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One-way distillable common randomness C}, (pac)
@- .’2’?9- -@ h Devetak and Winter (2003)
One-way distillable common randomness

EEEEER
> n
= Regularized “Henderson-Vedral information”

B2
Y 1

1

- Ch (pac) = Jim ~T" (p3¢)
A n R bits C I (pac) = max x{pi, pi}) = EHA%[S(M)—%:MS(M)]
v {M;}}POVM on C
. pi = Tr[(14 ® M;)pacl
C O pi = Trol(lg ® My)pacl/pi
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Comparison of the two quantities

E = min E () = min S (p;
plap) = min D pilE(lWa) = min, > piS (i)

p; = Trp(|w;) (¥]
@ ensemble

decomposition
PAB — \Pis Vi) } — {pi» pi}

@ discard system B

I (pac) = max x{pi,pi}) = I?)\2_>}<[S(/)A)—Zpz'S(m)]

= S(pa) — Min[> piS(ps)]

Measurement on C

ensemble decomposition of PAB

PABC HFIREELLS |
Measurement on C




Monogamy relations Koashi & Winter, Phys. Rev. A 69 022309 (2004)

If PABC is pure,

Et(pap) + I (pac) = S(pa)

Ec(pap) + ChH (pac) = S(pa)

Monogamy relations

@

2 For any pABC
y Ec(paB) +Cp (pacpy) = S(pa)

@ Ec(pag) + ChH (pac) < S(pa)

@ note
. .

Ep(pac) < CH(pac)
;’ \‘ Ec(pap) + Ep5 (pac) < S(pa)



A measure of entanglement in unit of bits

If PABC is pure,
Ec(paB) + Cp (pac) = S(pa) = Cp (pacsc))

Ec(paB) = Cp (pascy) — Cp (pac)

| N\
@.”:‘1@ @ (B @

©

Distillable common randomness Distillable common randomness
with the help of B without B

This definition gives a measure equal to Ec(p4p), but its unit is “rbit”.

The monogamy property can be a defining property of entanglement.



Monogamy of entanglement and quantum key distribution

Monogamy

Secret key

Quantum correlation > classical correlation



Ekert, PRL 67, 661 (1991);
Ekert (E91, BBM92) protocol Bennett, Brassard, Mermin, PRL

68,557 (1992).

MES(Maximally entangled state)

@ @ o) E%(lOzMIOz)B-l-112>A|1z)3)
Alice \ Bob
0 0
—(C=) 1

Z X

=

»
»

A

Discard if different bases are used (sifting).

%uoxulo@muxmuxm)

O @ S

o) = %(102>A|oz>3+|1z>Allz>B> -



Unconditional security: Against coherent attacks

Mayers (1996); Lo & Chau (1999);
Shor & Preskill (2000); ....

tries to guess the final key
Eve 2727

f

___» Mmeasurement
A A A Bob

= @G @ & - m D___

Measurement

Alice

Quantum state

_ Basis information, etc.? i L
key 0100101 * — ¢+ - 0100111 Kkey

Exchange a portion of the bit: .
sequence to estimate the errpr rate

A

Error correction

»
>

A

Privacy amplification

v

A

0101 final secret key 0101



Security of Ekert protocol

MES(MaximaIIy entangled state)

(|0z )4l02)B +112) 4l12) B)

OA&)/ \@2

If they do share the state |®T)
1) The obtained pair of bits are perfectly correlated and random.
2) Eve has no clue on the bit value.

“No one can predict the outcome of
a measurement on a pure state.”

|<D+ ) =

N

=

It suffices to make sure that the state
in Alice’s and Bob’s hands is No need to guess
what state Eve may have.

1
) = —(]02) 4]0 12) 4|1z
[PT) \/§(| )4l02)B +[12) Al12) B)
How can we share MES under noises or intervention by Eve?

» Ent | t distillati Bennett, Brassard, Popescu, Schumacher,
~ Ehtanglement distifiation Smolin, Wootters (1996)




Deutsch, Ekert, Jozsa, Macchiavello,

Entanglement distillation and OKD Popescu, Sanpera (1996).
- Lo, Chau (1999).

————————————————————————————————————————————————————————————————————————————————————

Alice (D (D Eve \ Bob
@ @ :ar%ivr;l%hannel :
DD ’

“““““““““““““““““““““““““““““““““““““““““““““““““

Alice ( Q Eve Q 2 Bob
1O - o)
. Classical channel |
____________________________________K__Q_____iEntanqlement distillatior@____Q__/_ ___________________________
. Eve i Bob
Alice |




Unconditional security proofs based on entanglement distillation

Ekert protocol Lo and Chau, Science 283, 2050 (1999).

BB84 protocol €SS quantum error correcting code
Classical probability estimate

Shor & Preskill, Phys. Rev. Lett. 85, 441 (2000).

B92 protocol  Local filtering
Nonorthogonal probability estimate

Tamaki, Koashi, Imoto, Phys. Rev. Lett. 90, 167904 (2003).
Koashi, Phys. Rev. Lett. 93, 120501 (2004).

Distillable entanglement  Ep(pap) (ebits)

?
E = C
Distillable secret key Csecret(paB)  (bits) p(pap) secret(PAB)



Secret key vs. distillable entanglement oo e e oa 160502 (2005).

[®T) = f(vozmoz) B+112)4l12)p)
Alice Bob

randomize Alice’s X value

=)~

O O

“hide” in a bipartite state

random bit sequence

Alice cannot recover the X value by LOCC with Bob.
— distillable entanglement [Xi# %

- S =
Ep(paB) < Csecret(PAB) Distillable secret keyl&ZH 59,



Ep(paB) < Csecret(paB) E1B5IMEFHE

EPRxZERYH T KY+Esecret key#EYHE T IEFSMNEHE

Separable (no entanglement)
pap =3 D @ ol
i

pape =Y P90 @ o @ 15) il

EvemMis BT, AliceéBobld #8874 L

v

No secret key

Secret keyZEtY HH 9 [Z[dentanglement HV A E

entanglement® EAGHEENEELGDO M ?



EPRX*IH 5secret keyhMEN BT

Monogamy S

D+) = —2(10:) 41025 + (124112 5)
- AR

« ZHE T £
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EPRxI A bsecret keyh {EN S H

0
1—2

) = L (102) 4102) 5120412} ) = —=(02) 4l02) 5+I1e) alLa) )

V2 V2
o XEE T2 1HE AlicelXqubit BOXEIEDHEREFFTE T=5,
\:Z:EEI?'TEFaﬂ{%”(Robertson type)
 ZHETEME

Eveldqubit BOZEEDHER%EFE TZHLY,

(E)
22



EPRxI A bsecret keyh {EN S H

EFFrorILZEBELTBobDH A%

0
. — MO — 0
(A) (B) ¢

ot) = \iﬁ(|oz>A|oz>B+|1z>Allz>B> - %(lox>Alox>B+|1x>A|1x>B>

« Evelqubit BUSN D RZEFE->Tqubit BOXEEDFEREFE TE5,
\:Z:EEI?'I‘EFaﬂ{%”(Robertson type)

Eveldqubit BOZEEDHER%EFE TZHLY,

E)
@@

« ZEE T8RS



Secret key vs. distillable entanglement oo e e oa 160502 (2005).

[®T) = —=(]02)4]02) g + |12) 4l12) )

\/_

Alice Bob
randomize Alice’s x value
@§ Bob’s Z value = key

random bit sequence %

“hide” in a bipartite state

Alice cannot recover the X value by LOCC with Bob.
— distillable entanglement [Xi# %

- S =
Ep(paB) < Csecret(PAB) Distillable secret keyl&ZH 59,



Unconditional security proof based on uncertainty principle

Enjoys the versatility of Shor-Preskill argument

By encrypting the error correction step, we can decouple
it from the privacy amplification.
Any error correction method + random parity

Uncharacterized apparatuses

ex) BB84 with arbitrary source for which
only the basis-dependence is known

Possible to have a key rate strictly larger than the
distillable entanglement

O ONONS

Koashi & Preskil, Phys. Rev. Lett. 90, 057902 (2003);
Koashi, quant-ph/0505108.
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